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Pandemic | Online work | Security

Online collaboration Security staff
i 24

145M 82%

Daily active users in Of business leaders plan
Microsoft Teams, 4x vs on adding security staff
before pandemic

Microsoft blog 2021 Microsoft survey 2020

81%

Of business leaders feel
pressure to reduce
security costs

Microsoft survey 2020



Data Breaches Since Covid-19

News events, criminal activity, and Microsoft's response
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ana response behswar protect detect sad block pew research inensfies.  vunerable VPN malicious COVID-14 threats and apps to detect
customers from Emoted, Lokdot, Infrastructure of COVID-19-themed deployed entire attack chains
updated campaigns Trickbot, and other human-operated URLs and 15 daily. and prevent resurgence.
campaigns shifting to ransomware.

COVID-19 lures e I Q

Ransomware attacker is Microsoft threat Each day, Microsoft blocks ~60K emails with
known threat actor Intelligence tesm COMID-19-related malicious attachments or URLS,
tracked by Microsoft detects and ~2% of all threats.

Investigates
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News events timeline

MAR 11 WHO dedares

FEB 29 The United States recoeds COWD-19 a pandemic

first coronavirus death and
raounces travel restrictices
JAN 20 Othwer courtries, Inchuding the FEB 11 WHO names the
United States, confim cases e disease COVID-19
MAR 26 The Ursted States becomes country with
highest rumber of confirmed coronavinus cases

JAN 11 China reports first death from the
novel coranavirus JAN 30 WHO declares a global health emergency

DEC 31 Chinwse authorities treat dozers JAN 23 Wuban, a city of more than 11
of cases of preumonia of unknown Cause milkon, s placed in lockdown




Benefits of MIP + Power Bl

« Meet compliance requirements for sensitivity data in the cloud
« Centralized policies management and monitoring

- End-To-End protection as data travels across systems

« Don't compromise on productivity

« Reduced COGs



Microsoft cloud

Industry clouds

Microsoft
Dynamics 365

Microsoft 365 LinkedIn

GitHub

Microsoft Azure

Identity, security, management, and compliance




# Power Bl

Drive a data culture

everyone | every decision | at any scale



Power BI
monthly active usage

6 years
of rapid growth

260k + d
Organizations L



Industry Leadership

Gartner FORRESTER

Figure 1: Magic Quadrant for Analytics and Business Intelligence Platforms
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Why the world’s largest organizations are
standardizing on Power Bl

Leading BI Fully governed Best
capabilities & trusted economics



Why the world’s largest organizations are
standardizing on Power Bl

Leading BI
capabilities
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Empowering every individual
PowerPoint for data

PowerPoint
for data

File

Home

ormat painter

Game Analysis - Power Bl Desktop

™ Sentiment b

Format

top genres by #games top rating by #games

all

Patrick LeBlanc #™




“ Empowering every individual
Augmented analytics

Extend with Azure ML Create ML models

The most complete
Al capabilities in a
Bl product

Python & R Integration Explore Predictions




‘ Empowering every team
« Collaboration

Power Bl + Teams

Your data is where

you collaborate

As fundamental as “chat”,
“calendar” and “files”

Microsoft Teams

Pag
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Open Opportunities
Opportunity Name

A +18%

Account Name

35,870

Deals

Owner

PIPELINE BY ACCOUNT

$906,069 A +06%

Opportunity Value

Estimated Close Date Close Probability

7163
Closed Oppertunities

Pipeline Gap by Account

Current Relationship Strength

9,623
Open Opportunities

Opportunity Value




Why the world’s largest organizations are
standardizing on Power Bl

Fully governed
& trusted



" Empowering every organization
Trust & Compliance

Power Bl security strategy
Cloud & remote work

Data e Network Data Data loss
: Certifications : : :
residency security encryption prevention
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Empowering every organization
Trust & Compliance

Data
esidency

Large global footprint,
offering storage in 54
data centers WW

Multi-geo capacities

Power Bl security strategy
Cloud & remote work

ertifications

119 local and
international
compliance standards

34 local and
international industry
certifications

Network
security

Service tags
Private links
VNet

TLS 1.2 enforcement

Data
ncryption

BYOK encryption via
Azure Key Vault

Double encryption
at rest

Data loss
revention

Classify and protect
data with MIP

Monitor and protect
data with MCAS

Integrated security policy
management, audit and
compliance

Power Bl tenant admin
governance - permissions,
settings, metrics



" Empowering every organization
Trust & Compliance

Power Bl security strategy
Cloud & remote work

Data loss
prevention

Classify and protect
data with MIP

Integrated security policy
management, audit and
compliance



@OneDrive
® SharePoint .“l PowerBlI

%j Teams MIP ﬂ:l Office

Microsoft Information Protection is a built-in, intelligent, unified and extensible solution to protect sensitive
data

It is a massive cross team effort
/ Azure Q MCAS

_— @ Edge
al Windows



Microsoft Information Protection (MIP)

Key customer benefits

BUILT-IN

£ Built-in labeling and protection experience in Microsoft 365
apps, Microsoft 365 services, other MS services like Power B,
Edge and Windows

INTELLIGENT
™ Accuracy in classification via ML based trainable classifiers and
exact data match

M&A Plan — “Shanghai”

MARCH 2018, CONTOSO M&A DEPT.
M&A ID: #CO0151500

°o o UNIFIED

° Single admin console to configure and manage your policies
and view analytics across on-premises, Microsoft 365 apps,
Microsoft 365 services, 3" party services and Windows devices

v EXTENSIBLE
m m MIP platform extends the protection experience, in a consistent
way, to popular non-Microsoft apps and services

Microsoft Information Protection is a built-in, intelligent, unified and extensible platform and solution to protect sensitive data.



Empowering every organization

I/
‘ Trust & Compliance

MIP and Power BI

Classify Pov
content with MIF

Label and prote
when data leave
Bl (Excel, Powe
PBIX and P

i1 Power Bl ContosoFinanceDepartment

ContosoFinanceDepartment €
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Empowering every organization
Trust & Compliance

MIP in Power BI
Desktop app

Label and protect PE

Home Insert M

B0L0DED
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© Contoso
Top 10 Customers in Revenue

Proseware, Inc.

Litware

Humongous Insurance

Wide World Importers

Blue Yonder Airlines _ 15M
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Customer Revenue Estimates Variance
-

HLHT\OHQO Insurance

Finance Report - Power Bl |
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Demo
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Empowering every organization
Trust & Compliance

Inherit labels
when connect to
Power Bl data
from Excel

Automatic E
Workbook lal

AutoSave (8 0)

E" From Database

[L‘ From Azure

‘ ‘Lﬁ‘ From Power BI (Test_Test_Fi..)

F’W From Online Services

D From Other Sources

B camtine s

Data Types
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Empowering every organization
Trust & Compliance

Inherit MIP label
from data source

Securing the ful
journey from Az
@]iile

Coming st
e Inherit MIP
from source E

- Getdataf
protected Ex




Demo



" Empowering every organization
Trust & Compliance

MIP Labels in
Microsoft Teams

« Sensitivity labels
in embedded

« Protection pe
when data is exg

Company Report | Confidential\Any User (... \/

D File ™ 1 Expor
F
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Share

93053M

Y Filters




" Empowering every organization
Trust & Compliance

MIP label policies

Customer Profitability Sample | Data updated 5/25/20 @ rreview PSS

« Mandatory label
« Default label p
Coming s

« Admin API
set/remove MIP




" Empowering every organization
Trust & Compliance

] - X : ‘ X
O 3 6 5 a u d It I Og S # Office 365 | Security & Compliance d o 2 @

> Home > Audit log search

E d @ Audit log search
Ve ry user a n S Nee i a dc res earc e O 5 audit log to find out what the users and admins in your organization have been doing. You'll be able to find activity related to

r'
eve nt a re Ca ptu re. ig Sea l‘Ch Results 150 results found (More items available, screll down to see more.)
standard enterpris oae P adires oo
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+ New alert policy




Activity Explorer

A better understanding of activities related to your data

Data classification (preview)

Visibility into document-level activities like label
| changes and label downgrades
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Ability to filter the data to see all the details for a
@ specific label, file, file types, user and importantly
interesting activities

— Understanding of a broad-spectrum of activities
L across documents by location

Coming soon: Power Bl label activities




" Empowering every organization
Trust & Compliance

Enable MIP labels in
Power Bl admin
portal

Publish label pol
M365 Compli

Enable MIP label ir
Bl admin pc

Audit logs

Tenant setting

4 Enable Microsoft Information Protection sensitivity labels

(D This setting applies to the entire organization

r Bl content and data




Licenses

To view and apply sensitivity labels in Power B,
in addition to Power Bl licenses, users must
have Governance (IP&G) at minimum

The license is sold stand alone or trough one of
Microsoft's licenses suites, Microsoft 365 E5 / E5
Compliance (Power Bl included in E5)

For more details go to:
https://aka.ms/PowerBlDataProtectionOverview



https://aka.ms/PowerBIDataProtectionOverview

“Our data owners can now classify their data with ease within Power Bl and
align with our existing Microsoft Information Protection labels. The
integration with Microsoft Information Protection means that we can see
where our important data is being used and be assured that exported data is
automatically labelled and protected in accordance with our policies. In this
way our users practice security by choice because it is easy. The ability to
monitor activity and block or protect downloads of classified data in real-
time using [Microsoft Cloud App Security] is a very powerful control, which
gives us increased flexibility on collaborating and sharing securely.”



\\Why use MIP labels in Power BI?

Compliance Centralized End-To-End Easy to deploy Don't
protection compromise on
productivity



“"We've seen two
years' worth of

digital transformation
In two months.”

Satya Nadella
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Sensitivity labels in Power Bl

documentation -

https://aka.ms/PowerBlDataProtectionOv

erview


https://aka.ms/PowerBIDataProtectionOverview

=& Microsoft Dynamics 365

Questions?




=& Microsoft Dynamics 365

Thank you!




